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Tokenization
With the holidays quickly approaching, many retailers are increasing their fraud and risk 
THUHNLTLU[�LќVY[Z�[V�WYL]LU[�H�YLWLH[�VM�[OL�L]LU[Z�[OH[�VJJ\YYLK�SHZ[�`LHY��-YH\K\SLU[�
[YHUZHJ[PVUZ�WVZL�H�YPZR�[V�TLYJOHU[Z"�OV^L]LY��H�[Y\S`�ZLYPV\Z�YPZR�SPLZ�PU�TLYJOHU[Z»�
WV[LU[PHSS`�]\SULYHISL�J\Z[VTLY�KH[H��(Z�KH[H�[YH]LSZ�[OYV\NO�[OL�TLYJOHU[»Z�Z`Z[LT�
[V�[OL�WYVJLZZVY�HUK�IHJR��P[�JHU�IL�L_WVZLK�HUK�ILJVTL�]\SULYHISL�[V�JYPTPUHS�
PU[LYJLW[PVU��*YPTPUHSZ�JHU�OPQHJR�S\JYH[P]L�KH[H�ZLSS�P[�[V�MYH\K�YPUNZ��YLZ\S[PUN�PU�Z[VSLU�
JVUZ\TLY�PKLU[P[PLZ�HUK�IY\PZLK�YLW\[H[PVUZ�MVY�TLYJOHU[Z��

0SS\Z[YH[PVU�VM�[OL�WYVISLT!� 
;HYNL[�KH[H�IYLHJO�I`�[OL�U\TILYZ�

0U�5V]LTILY�VM�SHZ[�`LHY��ZOYL^K�JYPTPUHSZ�SVVRPUN�MVY�WH`TLU[�JHYK�KH[H�IYLHJOLK� 
;HYNL[»Z�76:�Z`Z[LT��;OL�OHJRLYZ�YLZWVUZPISL�MVY�[OL�;HYNL[�IYLHJO�NHYULYLK�HU� 
estimated $53.7 million in income after selling roughly 2 million of the stolen cards,  
^OPJO�ZVSK�H[�H�TLKPHU�WYPJL�VM��������LHJO�1�6[OLY�SVZZLZ�PUJ\YYLK�PUJS\KL!

 •   40 million�Z[VSLU�JYLKP[�HUK�KLIP[�JHYKZ2 

 •   70 million Target records stolen with name, address,  
LTHPS�HKKYLZZ�HUK�WOVUL�U\TILYZ3 

 •   46%�KYVW�PU�WYVÄ[Z�MVY�;HYNL[�K\YPUN�[OL�MV\Y[O�X\HY[LY� 
of 2013 compared to the year prior4 

 •   $200 million�JVZ[�[V�JVTT\UP[`�IHURZ�HUK�JYLKP[�\UPVUZ�[V�YLPZZ\L� 
YV\NOS`�OHSM�VM�[OL�JHYKZ�Z[VSLU�PU�[OL�IYLHJO��e�����TPSSPVU�JHYKZ���  

 •   $18.00 – $35.70�WYPJL�WLY�JHYK�[OH[�^HZ�Z[VSLU�HUK�YLZVSK�VU�[OL�ISHJR�THYRL[6 

 •   1 million – 3 million JHYKZ�^LYL�Z[VSLU��Z\JJLZZM\SS`�ZVSK�VU�[OL�ISHJR�THYRL[� 
HUK�\ZLK�MVY�MYH\K�7 

;HYNL[�^HZ�UV[�[OL�ÄYZ[�VY�[OL�SHZ[�VM�[OLZL�TLNH�IYLHJOLZ��4VYL�YLJLU[S �̀�/VTL�+LWV[�
MLSS�]PJ[PT�[V�MYH\KZ[LYZ�[OH[�^LYL�HISL�[V�OHJR�PU�HUK�Z[LHS�KH[H��HќLJ[PUN�TVYL�[OHU����
TPSSPVU�WH`TLU[�JHYKZ�[V[HS���:PUJL�[OL�IYLHJO�^HZ�ÄYZ[�YLWVY[LK�PU�LHYS`�:LW[LTILY��
[OL�U\TILY�VM�Z[VSLU�JHYKZ�H]HPSHISL�MVY�ZHSL�VU�ISHJR�THYRL[�^LIZP[LZ�OHZ�ZVHYLK�MYVT�
�������[V�YV\NOS`���������HZ�[OL�[OPL]LZ�PUJYLHZL�[OL�PU]LU[VY �̀�

/VTL�+LWV[�MLSS�]PJ[PT�
to fraudsters that were 
HISL�[V�OHJR�PU�HUK� 
Z[LHS�KH[H��HќLJ[PUN�
TVYL�[OHU����TPSSPVU�
WH`TLU[�JHYKZ�[V[HS��
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:LJ\YP[`�TH[[LYZ�[V�JVUZ\TLYZ�HUK�`V\�JHU»[�W\[�H�WYPJL�[HN�VU�WLHJL�VM�TPUK������ 
VM�J\Z[VTLYZ�OH]L�L_WYLZZLK�¸KLLW�JVUJLYUZ¹�HIV\[�[OLPY�WLYZVUHS�KH[H�PU�VUSPUL� 
transactions9�HUK�YV\NOS`�VUL�V\[�VM�[OYLL�PKLU[P[`�MYH\K�]PJ[PTZ�^PSS�H]VPK�WHY[PJ\SHY�
TLYJOHU[Z�PU�[OL�M\[\YL�10�*SLHUPUN�\W�[OL�TLZZ�MYVT�HU`�IYLHJO�PZ�L_WLUZP]L�HUK�[OL� 
YLW\[H[PVUHS�KHTHNL�HSVUL�JHU�JVZ[�TLYJOHU[Z�TPSSPVUZ�

;VRLUPaH[PVU�HZ�H�:VS\[PVU�

;VRLUPaH[PVU�Z\IZ[P[\[LZ�ZLUZP[P]L�KH[H�^P[O�H�UVU�ZLUZP[P]L�¸[VRLU¹�[OH[�JHUUV[�IL�L_WSVP[LK�
I`�MYH\KZ[LYZ��;OPZ�HSSV^Z�TLYJOHU[Z�[V�IL�7*0�JVTWSPHU[�¶�H�YLX\PYLTLU[�MVY�HSS�TLYJOHU[Z�
[OH[�HJJLW[�JYLKP[�JHYKZ�[V�ZHMLN\HYK�]HS\HISL�JVUZ\TLY�KH[H�¶�^P[O�HKKLK�JVU]LUPLUJL�HUK�
JHU�IL�WHPYLK�^P[O�HKKP[PVUHS�ZLJ\YP[`�[VVSZ�HUK�[HJ[PJZ�[V�LUOHUJL�V[OLY�ZLJ\YP[`�LќVY[Z���

)`�YLWSHJPUN�JVUZ\TLYZ»�WH`TLU[�JHYK�KH[H�^P[O�H�ZVM[^HYL�[VRLU�[OH[�HJ[Z�HZ�H�WYV_`�K\YPUN�
TVZ[�VM�[OL�WH`TLU[�WYVJLZZ��J\Z[VTLY�KH[H�PZ�WYV[LJ[LK�MYVT�WVZZPISL�[OLM[�HUK�MYH\K\SLU[�
\ZL��*HYK�PUMVYTH[PVU�LU[LYLK�I`�[OL�ZOVWWLY�PZ�LUJY`W[LK�HUK�ZLU[�KPYLJ[S`�[V�[OL�WYVJLZZVY�
^OLYL�P[�PZ�KLJY`W[LK�HUK�ZLU[�[V�[OL�J\Z[VTLY»Z�PZZ\PUN�IHUR�[V�IL�H\[OVYPaLK�[OYV\NO�H�
ZLJ\YL�JVUULJ[PVU��;OL�HJJLW[HUJL�VY�KLUPHS�JVKL�PZ�[OLU�ZLU[�MYVT�[OL�WYVJLZZVY�[V�[OL�
TLYJOHU[�^P[O�H�[VRLU�[OH[�[OL�TLYJOHU[�JHU�Z[VYL�PU�JHZL�H�KPZW\[L�HYPZLZ�PU�[OL�M\[\YL�11 
;OL�[VRLU�HJ[Z�HZ�H�Z\IZ[P[\[L�MVY�[OL�JHYK�U\TILY��YLUKLYPUN�P[�\ZLSLZZ�[V�JYPTPUHSZ�[OH[�TH`�
PU[LYJLW[�P[�ILJH\ZL�UV�^H`�VM�THWWPUN�[OH[�[VRLU�[V�[OL�VYPNPUHS�JHYK�U\TILY��

;VRLUPaH[PVU�PZ�WHY[�VM�H�[^V�Z[LW�ZVS\[PVU

STEP ONE: E2E ENCRYPTION

+H[H�TH`�IL�H[�YPZR�MYVT�[OL�WVPU[�VM�JHW[\YL�HUK�P[�PZ�WVZZPISL�MVY�H�JYPTPUHS�
[V�NYHI�JHYK�KH[H�HZ�P[�PZ�[YHUZTP[[LK�PU�WSHPU�[L_[�MYVT�H�JHYK�YLHKLY�[V�[OL�
76:�ZLY]LY�VY�[OL�TLYJOHU[»Z�JLU[YHS�ZLY]LY�12 Encryption protects data 

MYVT�[OL�]LY`�ILNPUUPUN�HUK�THPU[HPUZ�KH[H�WYV[LJ[PVU�[OYV\NOV\[�
[OL�SPML�J`JSL�VM�[OL�[YHUZHJ[PVU�I`�\ZPUN�HSNVYP[OTZ�[V�JVU]LY[�

WSHPU�[L_[�KH[H��P�L��[OL�7(5��PU[V�UVU�YLHKHISL�[L_[�JHSSLK�
JPWOLY[L_[��(�RL`�VY�HSNVYP[OT�PZ�[OLU�\ZLK�[V�KLJY`W[�

[OL�KH[H�HUK�JVU]LY[�P[�IHJR�[V�[OL�VYPNPUHS�WSHPU�[L_[�
MVYTH[�13 The master key used to encrypt and 
KLJY`W[�KH[H�PZ�ZHMLS`�Z[VYLK�PU�[OL�WYVJLZZVY»Z�
]H\S[��;OL�HJ[\HS�[YHUZTPZZPVU�WH[O�VM�[OL�KH[H�
HSVUN�[OL�UL[^VYR�JHU�IL�LUJ`W[LK�HZ�^LSS�
[V�M\Y[OLY�YLK\JL�H�TLYJOHU[»Z�YPZR�14
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STEP TWO: TOKENIZATION16 

+\YPUN�[OL�[YHUZHJ[PVU��[OL�7(5�PZ�ZLU[�[V�H�¸]H\S[¹�¶�H�OPNOS`�ZLJ\YL�ZLY]LY�HUK�
7*0�JVTWSPHU[�LU]PYVUTLU[��;VRLUPaH[PVU�VJJ\YZ�^OLU�H�YHUKVT��\UPX\L�¸[VRLU¹�
PZ�YL[\YULK�[V�[OL�TLYJOHU[�YH[OLY�[OHU�SP]L�JYLKP[�JHYK�KH[H�PU�[OL�H\[OVYPaH[PVU�
YLZWVUZL��(�ZLJ\YL�YLMLYLUJL�[HISL�VY�THZ[LY�RL`�PZ�JYLH[LK�[V�HSSV^�H\[OVYPaLK� 
SVVR�\W�VM�[OL�VYPNPUHS�7(5�^P[O�[OL�[VRLU�HZ�[OL�PUKL_��;OPZ�Z\YYVNH[L�]HS\L�HZZPNULK�
[V�[OL�ZLUZP[P]L�KH[H�WYLZLY]LZ�[OL�]HS\L�VM�[OL�KH[H�MVY�[OL�TLYJOHU[�^OPSL�YLTV]PUN�
[OL�YPZR�[OH[�[OPL]LZ�JHU�Z[LHS�P[�HUK�\ZL�MVY�ULMHYPV\Z�W\YWVZLZ��;OL�[VRLU�]HS\L�PZ�
JVTWSL[LS`�TLHUPUNSLZZ�^P[OV\[�HJJLZZ�[V�[OL�THZ[LY�RL`�HUK�JHUUV[�IL�\ZLK�PU� 
HU`�[`WL�VM�[YHUZHJ[PVU�17   

;OL�[VRLU�OHZ�]HS\L�[V�[OL�TLYJOHU[�HUK�JHU�IL�\ZLK�Q\Z[�SPRL�[OL�VYPNPUHS�JHYK�
U\TILY�MVY�VWLYH[PVUHS�W\YWVZLZ�SPRL�YL[\YUZ��ZHSLZ�YLWVY[Z��THYRL[PUN�HUHS`ZPZ�HUK�
YLJ\YYPUN�WH`TLU[Z�I\[�P[�JHUUV[�IL�\ZLK�V\[ZPKL�VM�[OL�TLYJOHU[�LU]PYVUTLU[�[V�
W\YWVY[�MYH\K��

Tokenization supports compliance requirements

;VRLUPaH[PVU�JHU�ZPNUPÄJHU[S`�YLK\JL�7*0�ZJVWL�MVY�TLYJOHU[Z�[HZRLK�^P[O�WYV[LJ[PUN�
Z[VYLK�JYLKP[�JHYK�KH[H�ILJH\ZL�P[�LSPTPUH[LZ�[OL�ULLK�[V�HJ[\HSS`�Z[VYL�JHYK�KH[H��

:[YVUN�LUJY`W[PVU�VM�LSLJ[YVUPJHSS`�Z[VYLK�JHYKOVSKLY�KH[H�PZ�THUKH[LK�I`�7*0�+::�
N\PKLSPULZ��;OL�JVZ[�VM�LUJY`W[PVU�JHU�ILJVTL�I\YKLUZVTL�MVY�JVTWHUPLZ�[OH[�
OH]L�[OV\ZHUKZ�VM�J\Z[VTLYZ»�^VY[O�VM�JHYKOVSKLY�KH[H�[V�WYV[LJ[��(KKP[PVUHSS �̀�[OL�
LUJY`W[LK�]HS\LZ�[LUK�[V�[HRL�\W�TVYL�TLTVY`�PU�KH[HIHZLZ�[OHU�[OL�VYPNPUHS�KH[H��
JYLH[PUN�I\YKLUZVTL�Z[VYHNL�L_WLUZLZ��0UK\Z[Y`�YLWVY[Z�PUKPJH[L�[OH[�JVZ[Z�JHU�
IHSSVVU�[V�HZ�T\JO�HZ����WLY�J\Z[VTLY�[V�LUJY`W[�KH[H�MVY�VYNHUPaH[PVUZ�^P[O���������
VY�TVYL�J\Z[VTLYZ���  

6U�ZP[L�LSLJ[YVUPJ�Z[VYHNL�VM�LUJY`W[LK�KH[H�WVZLZ�P[Z�V^U�YPZRZ��PUJS\KPUN�[OL�
WVZZPIPSP[`�[OH[�[OPL]LZ�^PSS�PU[LYJLW[�[OL�LUJY`W[LK�ÄSLZ��;OLZL�JYPTPUHSZ�JHU�¸YL]LYZL�
LUNPULLY¹�[OL�LUJY`W[PVU�RL`�HUK�KLJVKL�[OL�LUJY`W[LK�ÄSLZ�MVY�JYPTPUHS�NHPU�19  
;VRLUPaH[PVU�HKKZ�H�SH`LY�VM�WYV[LJ[PVU�[OH[�JHUUV[�IL�]PVSH[LK�ILJH\ZL�VM�[OL�\UPX\L�
Z\YYVNH[L�]HS\L�HZZPNULK�[V�LHJO�JHYK�U\TILY��5V�TH[OLTH[PJHS�MVYT\SH�PZ�\ZLK�
[V�NLULYH[L�[OLZL�YHUKVT�Z\YYVNH[L�]HS\LZ��ZV�[OL`�JHUUV[�IL�YL]LYZL�LUNPULLYLK��
;OL�VYPNPUHS�JHYK�KH[H�PZ�Z[VYLK�Vќ�ZP[L�PU�H�OPNO�ZLJ\YP[`�Z[VYHNL�MHJPSP[`�HUK�^OPSL�
[OL�TLYJOHU[�JHU�\ZL�[OL�[VRLU�MVY�KH`�[V�KH`�J\Z[VTLY�PU[LYHJ[PVU��P[�UL]LY�OHZ�[OL�
VYPNPUHS�JHYK�U\TILY�PU�P[Z�WVZZLZZPVU�HNHPU�HM[LY�[OL�PUP[PHS�[VRLUPaH[PVU�20   

7VZZPISL�7VPU[Z�VM�
*HW[\YL�>OLYL�+H[H�
)LJVTLZ�=\SULYHISL���

���4HU\HS�LU[Y`�VM�JHYK�KH[H�
PU[V�H�[LYTPUHS��ZHSLZ� 
clerk entering card info  
PU[V�PU�Z[VYL�76:�Z`Z[LT�

���4HU\HS�LU[Y`�VM�JHYK�KH[H�
PU[V�H�^LI�IHZLK�MVYT�
�LJVTTLYJL�

���:^PWL�VM�H�THNZ[YPWL�JHYK

•   Insertion or tap of a  
JOPW�LUHISLK�WH`TLU[� 
card or instrument
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*VTWHUPLZ�¶�LZWLJPHSS`�[OVZL�^P[O�SHYNL�J\Z[VTLY�KH[HIHZLZ�¶�Z[HUK�[V�ZH]L�H�SV[�VM�[PTL�
HUK�TVUL`�I`�\[PSPaPUN�[VRLUPaH[PVU��;OL�Vќ�ZP[L�Z[VYHNL�VM�KH[H�LSPTPUH[LZ�[OL�7*0�+::�
requirement of network scans since the merchant is not holding any cardholder data that 
YLX\PYLZ�WYV[LJ[PVU��(KKP[PVUHSS �̀�[VRLUPaH[PVU�YLK\JLZ�VY�LSPTPUH[LZ�[OL�JVZ[�VM�LUJY`W[PVU�
ZVM[^HYL�HUK�[OL�Z\IZLX\LU[�Z`Z[LT�TLTVY`�YLX\PYLTLU[Z�21�-PUHSS �̀�[OL�WLHJL�VM�TPUK�
IV[O�[V�TLYJOHU[�HUK�JVUZ\TLY�YLNHYKPUN�[OL�ZLJ\YP[`�VM�ZLUZP[P]L�KH[H�PZ�WYPJLSLZZ��

;VRLUPaH[PVU�PZ�H�IPN�Z[LW�PU�[OL�YPNO[�KPYLJ[PVU��I\[�P[�PZ�UV[�H�ZPS]LY�I\SSL["�TLYJOHU[Z�
Z[PSS�ULLK�JVTWYLOLUZP]L�SH`LYLK�WYV[LJ[PVU�PU�WSHJL�[V�N\HYK�HNHPUZ[�HSS�[`WLZ�VM�MYH\K�
WLYWL[YH[LK�I`�ZOYL^K��K`UHTPJ�JYPTPUHSZ�[OH[�HYL�JVUZ[HU[S`�L]VS]PUN��;VRLUPaH[PVU�PZ�H�
OPNOS`�LќLJ[P]L�TL[OVK�VM�WYV[LJ[PUN�JHYKOVSKLY�KH[H�I\[�P[�^VU»[�Z[VW�JYPTPUHSZ�MYVT�[Y`PUN�
[V�JVTTP[�PKLU[P[`�VY�V[OLY�MYH\K��4LYJOHU[Z�ZOV\SK�MVY[PM`�MYVU[�LUK�MYH\K�WYL]LU[PVU�^P[O� 
HKKP[PVUHS�[VVSZ�HJYVZZ�[OL�LU[PYL�[YHUZHJ[PVU�SPML�J`JSL�[V�LUZ\YL�JVTWYLOLUZP]L�MYH\K�
WYL]LU[PVU�HUK�THUHNLTLU[�PZ�PU�WSHJL�[V�WYV[LJ[�WH`TLU[Z�HUK�IVVZ[�WYVÄ[Z���

()6<;�=,90-0

:PUJL�������=LYPÄ�OHZ�OLSWLK�TLYJOHU[Z�WYV[LJ[�[OLPY�WH`TLU[Z�HUK�IVVZ[�WYVÄ[Z�� 
6ќLYPUN�H�^PKL�YHUNL�VM�ÅL_PISL��JVUÄN\YHISL�MYH\K�WYL]LU[PVU�HUK�JOHYNLIHJR�
THUHNLTLU[�[VVSZ��=LYPÄ�THRLZ�P[�LHZ`�[V�WYL]LU[�HUK�ÄNO[�WH`TLU[�KPZW\[LZ��WYV[LJ[�
[OL�LU[PYL�[YHUZHJ[PVU�SPMLJ`JSL�HUK�PUJYLHZL�YL]LU\L��=LYPÄ�PZ�7*0�3L]LS���JLY[PÄLK�HUK�
OLHKX\HY[LYLK�PU�3VZ�(UNLSLZ��*HSPMVYUPH��

Tokenization reduces or 
eliminates the cost of 
encryption software and 
[OL�Z\IZLX\LU[�Z`Z[LT�
TLTVY`�YLX\PYLTLU[Z�21

-VY�4VYL�0UMVYTH[PVU�
Main Phone:�������������� ���4VU�-YP��!���(4�¶��!���74�7:; 
Main Fax:��������������� 
Email Address: PUMV']LYPÄ�JVT

Mailing Address: ��� ��)L]LYS`�)S]K���)V_�
�����3VZ�(UNLSLZ��*(� ����
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